Here is a simple checklist you can save (e.g. as “tools-aryash-health-security-checklist.md”).
1. Hosting and TLS
· Valid HTTPS certificate (correct hostname, not near expiry).
· TLS 1.2+ only; weak protocols and ciphers disabled.
· HSTS enabled with suitable max‑age.
· HTTP redirects to HTTPS; no mixed content.
2. Data flows and behaviour
· No forms collecting free‑text personal/health data.
· No analytics/tracking scripts that capture identifiable data without clear basis/consent.
· AI/“Ask Questions”: processing location documented (browser vs external API).
· AI provider logging/telemetry understood and reflected in privacy text.
3. Front‑end and content security
· CSP restricting script/style/image/media/connect sources to required domains.
· X‑Frame‑Options or CSP frame-ancestors set to prevent clickjacking.
· X‑Content‑Type‑Options, Referrer‑Policy, and Permissions‑Policy configured.
· Any user‑input text safely handled/sanitised before display.
4. Third‑party and supply chain
· List of all external services (hosting, DNS, audio, fonts, CDN, AI APIs).
· Each service’s security posture and data location reviewed (UK/EU/US).
· API keys/secrets never exposed in front‑end JavaScript.
5. Privacy, terms, and compliance
· Privacy policy accurately describes real behaviour, especially AI processing.
· Lawful basis, purposes, retention, and user rights clearly stated.
· Explicit statement: no integration with GP systems; educational only.
· Optional DPIA template prepared for practices/PCNs.
6. Operational security
· Dependencies and libraries kept up to date; periodic security review logged.
· Hosting/DNS/deploy access protected with strong passwords and 2FA.
· Simple “Security/Responsible Disclosure” note with contact for vulnerabilities.

